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ABOUT THIS GUIDE
There are a number of terms, conditions, requirements, roles and responsibilities associated with the purchase and use of SecureEdge services.

The guide outlines both your and our roles and responsibilities regarding each SecureEdge service

Requirements are split according to:

· SecureEdge (applies to all categories)
· SecureEdge Network
· SecureEdge Cloud
· SecureEdge Remote
· SecureEdge Connect
· SecureEdge Managed Service (SEMS)

This guide is the companion document to the SecureEdge section of Our Customer Terms, and your application form.
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You are expected to manage and use your SecureEdge service according to the requirements outlined in this guide.

If you choose not to follow these requirements, we will not be responsible for any loss or inconvenience experienced if your SecureEdge service is disrupted. In this circumstance, we may charge you additional fees in order to fix your SecureEdge service.

You are required to provide us with all applicable information, data, consents, authorisations, decisions, and approvals in order to activate service requests.

You can make changes to your SecureEdge service using the User Interface.

It is your responsibility to identify any moves, additions or changes relevant to your SecureEdge service and submit the appropriate requests via the FNC portal request (fees applies).

You are also required to identify when you need assistance from your assigned Telstra account executive and submit the appropriate requests.
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We will provide the SecureEdge service according to the requirements outlined in this guide.

Our services are backed by service targets regarding availability, so you get the most out of your SecureEdge service. 

We will provide service support, notify you of any service changes and let you know in writing when a service request has been completed.
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KEEPING YOUR CONTACT DETAILS UP-TO-DATE
From time-to-time we will need to get in contact with you regarding your SecureEdge service, so it’s important that you keep your organisation’s details up to date.

As a SecureEdge customer, you need to ensure that the following contact details are correct and kept up to date:

Commercial contact: the authorised staff member who acts on your business’ behalf regarding all commercial matters associated with your SecureEdge service.  Note: your Telstra account executive may call these contacts the ‘primary contact’ when buying SecureEdge services on your behalf.

Technical contact: the authorised person who answers any technical questions associated with your SecureEdge service on your behalf.

You can update your contact details via your Telstra account executive. 
[bookmark: _Toc130497179][bookmark: _Toc133937626][bookmark: _Toc133938412][bookmark: _Toc133938802][bookmark: _Toc65145454][bookmark: _Toc65145532][bookmark: _Toc130497180][bookmark: _Toc133937627][bookmark: _Toc133938413][bookmark: _Toc133938803][bookmark: _Toc65145455][bookmark: _Toc65145533][bookmark: _Toc130497181][bookmark: _Toc133937628][bookmark: _Toc133938414][bookmark: _Toc133938804][bookmark: _Toc65145456][bookmark: _Toc65145534][bookmark: _Toc130497182][bookmark: _Toc133937629][bookmark: _Toc133938415][bookmark: _Toc133938805][bookmark: _Toc65145457][bookmark: _Toc65145535][bookmark: _Toc130497183][bookmark: _Toc133937630][bookmark: _Toc133938416][bookmark: _Toc133938806][bookmark: _Toc65145458][bookmark: _Toc65145536][bookmark: _Toc130497184][bookmark: _Toc133937631][bookmark: _Toc133938417][bookmark: _Toc133938807][bookmark: _Toc65145459][bookmark: _Toc65145537][bookmark: _Toc130497185][bookmark: _Toc133937632][bookmark: _Toc133938418][bookmark: _Toc133938808][bookmark: _Toc65145460][bookmark: _Toc65145538][bookmark: _Toc130497186][bookmark: _Toc133937633][bookmark: _Toc133938419][bookmark: _Toc133938809][bookmark: _Toc65145462][bookmark: _Toc65145540][bookmark: _Toc130497188][bookmark: _Toc133937635][bookmark: _Toc133938421][bookmark: _Toc133938811][bookmark: _Toc65145463][bookmark: _Toc65145541][bookmark: _Toc130497189][bookmark: _Toc133937636][bookmark: _Toc133938422][bookmark: _Toc133938812][bookmark: _Toc65145464][bookmark: _Toc65145542][bookmark: _Toc130497190][bookmark: _Toc133937637][bookmark: _Toc133938423][bookmark: _Toc133938813][bookmark: _Toc65145465][bookmark: _Toc65145543][bookmark: _Toc130497191][bookmark: _Toc133937638][bookmark: _Toc133938424][bookmark: _Toc133938814][bookmark: _Toc65145467][bookmark: _Toc65145545][bookmark: _Toc130497193][bookmark: _Toc133937640][bookmark: _Toc133938426][bookmark: _Toc133938816][bookmark: _Toc65145468][bookmark: _Toc65145546][bookmark: _Toc130497194][bookmark: _Toc133937641][bookmark: _Toc133938427][bookmark: _Toc133938817][bookmark: _Toc65145469][bookmark: _Toc65145547][bookmark: _Toc130497195][bookmark: _Toc133937642][bookmark: _Toc133938428][bookmark: _Toc133938818][bookmark: _Toc65145471][bookmark: _Toc65145549][bookmark: _Toc130497197][bookmark: _Toc133937644][bookmark: _Toc133938430][bookmark: _Toc133938820][bookmark: _Toc65145472][bookmark: _Toc65145550][bookmark: _Toc130497198][bookmark: _Toc133937645][bookmark: _Toc133938431][bookmark: _Toc133938821][bookmark: _Toc65145473][bookmark: _Toc65145551][bookmark: _Toc130497199][bookmark: _Toc133937646][bookmark: _Toc133938432][bookmark: _Toc133938822][bookmark: _Toc65145475][bookmark: _Toc65145553][bookmark: _Toc130497201][bookmark: _Toc133937648][bookmark: _Toc133938434][bookmark: _Toc133938824][bookmark: _Toc65145476][bookmark: _Toc65145554][bookmark: _Toc130497202][bookmark: _Toc133937649][bookmark: _Toc133938435][bookmark: _Toc133938825][bookmark: _Toc65145477][bookmark: _Toc65145555][bookmark: _Toc130497203][bookmark: _Toc133937650][bookmark: _Toc133938436][bookmark: _Toc133938826][bookmark: _Toc65145479][bookmark: _Toc65145557][bookmark: _Toc130497205][bookmark: _Toc133937652][bookmark: _Toc133938438][bookmark: _Toc133938828][bookmark: _Toc65145480][bookmark: _Toc65145558][bookmark: _Toc130497206][bookmark: _Toc133937653][bookmark: _Toc133938439][bookmark: _Toc133938829][bookmark: _Toc65145481][bookmark: _Toc65145559][bookmark: _Toc130497207][bookmark: _Toc133937654][bookmark: _Toc133938440][bookmark: _Toc133938830][bookmark: _Toc65145483][bookmark: _Toc65145561][bookmark: _Toc130497209][bookmark: _Toc133937656][bookmark: _Toc133938442][bookmark: _Toc133938832][bookmark: _Toc65145484][bookmark: _Toc65145562][bookmark: _Toc130497210][bookmark: _Toc133937657][bookmark: _Toc133938443][bookmark: _Toc133938833][bookmark: _Toc65145485][bookmark: _Toc65145563][bookmark: _Toc130497211][bookmark: _Toc133937658][bookmark: _Toc133938444][bookmark: _Toc133938834][bookmark: _Toc65145487][bookmark: _Toc65145565][bookmark: _Toc130497213][bookmark: _Toc133937660][bookmark: _Toc133938446][bookmark: _Toc133938836][bookmark: _Toc65145488][bookmark: _Toc65145566][bookmark: _Toc130497214][bookmark: _Toc133937661][bookmark: _Toc133938447][bookmark: _Toc133938837][bookmark: _Toc65145489][bookmark: _Toc65145567][bookmark: _Toc130497215][bookmark: _Toc133937662][bookmark: _Toc133938448][bookmark: _Toc133938838][bookmark: _Toc65145491][bookmark: _Toc65145569][bookmark: _Toc130497217][bookmark: _Toc133937664][bookmark: _Toc133938450][bookmark: _Toc133938840][bookmark: _Toc65145492][bookmark: _Toc65145570][bookmark: _Toc130497218][bookmark: _Toc133937665][bookmark: _Toc133938451][bookmark: _Toc133938841][bookmark: _Toc65145493][bookmark: _Toc65145571][bookmark: _Toc130497219][bookmark: _Toc133937666][bookmark: _Toc133938452][bookmark: _Toc133938842][bookmark: _Toc65145495][bookmark: _Toc65145573][bookmark: _Toc130497221][bookmark: _Toc133937668][bookmark: _Toc133938454][bookmark: _Toc133938844][bookmark: _Toc65145496][bookmark: _Toc65145574][bookmark: _Toc130497222][bookmark: _Toc133937669][bookmark: _Toc133938455][bookmark: _Toc133938845][bookmark: _Toc65145497][bookmark: _Toc65145575][bookmark: _Toc130497223][bookmark: _Toc133937670][bookmark: _Toc133938456][bookmark: _Toc133938846][bookmark: _Toc65145499][bookmark: _Toc65145577][bookmark: _Toc130497225][bookmark: _Toc133937672][bookmark: _Toc133938458][bookmark: _Toc133938848][bookmark: _Toc65145500][bookmark: _Toc65145578][bookmark: _Toc130497226][bookmark: _Toc133937673][bookmark: _Toc133938459][bookmark: _Toc133938849][bookmark: _Toc65145501][bookmark: _Toc65145579][bookmark: _Toc130497227][bookmark: _Toc133937674][bookmark: _Toc133938460][bookmark: _Toc133938850][bookmark: _Toc65145503][bookmark: _Toc65145581][bookmark: _Toc130497229][bookmark: _Toc133937676][bookmark: _Toc133938462][bookmark: _Toc133938852][bookmark: _Toc65145504][bookmark: _Toc65145582][bookmark: _Toc130497230][bookmark: _Toc133937677][bookmark: _Toc133938463][bookmark: _Toc133938853][bookmark: _Toc65145505][bookmark: _Toc65145583][bookmark: _Toc130497231][bookmark: _Toc133937678][bookmark: _Toc133938464][bookmark: _Toc133938854][bookmark: _Toc65145507][bookmark: _Toc65145585][bookmark: _Toc130497233][bookmark: _Toc133937680][bookmark: _Toc133938466][bookmark: _Toc133938856][bookmark: _Toc65145508][bookmark: _Toc65145586][bookmark: _Toc130497234][bookmark: _Toc133937681][bookmark: _Toc133938467][bookmark: _Toc133938857][bookmark: _Toc65145509][bookmark: _Toc65145587][bookmark: _Toc130497235][bookmark: _Toc133937682][bookmark: _Toc133938468][bookmark: _Toc133938858][bookmark: _Toc65145511][bookmark: _Toc65145589][bookmark: _Toc130497237][bookmark: _Toc133937684][bookmark: _Toc133938470][bookmark: _Toc133938860][bookmark: _Toc65145512][bookmark: _Toc65145590][bookmark: _Toc130497238][bookmark: _Toc133937685][bookmark: _Toc133938471][bookmark: _Toc133938861][bookmark: _Toc65145513][bookmark: _Toc65145591][bookmark: _Toc130497239][bookmark: _Toc133937686][bookmark: _Toc133938472][bookmark: _Toc133938862][bookmark: _Toc65145515][bookmark: _Toc65145593][bookmark: _Toc130497241][bookmark: _Toc133937688][bookmark: _Toc133938474][bookmark: _Toc133938864][bookmark: _Toc130497242][bookmark: _Toc133937689][bookmark: _Toc133938475][bookmark: _Toc133938865][bookmark: _Toc130497243][bookmark: _Toc133937690][bookmark: _Toc133938476][bookmark: _Toc133938866][bookmark: _Toc130497244][bookmark: _Toc133937691][bookmark: _Toc133938477][bookmark: _Toc133938867][bookmark: _Toc130497245][bookmark: _Toc133937692][bookmark: _Toc133938478][bookmark: _Toc133938868][bookmark: _Toc130497246][bookmark: _Toc133937693][bookmark: _Toc133938479][bookmark: _Toc133938869][bookmark: _Toc130497247][bookmark: _Toc133937694][bookmark: _Toc133938480][bookmark: _Toc133938870][bookmark: _Toc130497248][bookmark: _Toc133937695][bookmark: _Toc133938481][bookmark: _Toc133938871][bookmark: _Toc130497249][bookmark: _Toc133937696][bookmark: _Toc133938482][bookmark: _Toc133938872][bookmark: _Toc130497250][bookmark: _Toc133937697][bookmark: _Toc133938483][bookmark: _Toc133938873][bookmark: _Toc130497251][bookmark: _Toc133937698][bookmark: _Toc133938484][bookmark: _Toc133938874][bookmark: _Toc130497252][bookmark: _Toc133937699][bookmark: _Toc133938485][bookmark: _Toc133938875][bookmark: _Toc130497253][bookmark: _Toc133937700][bookmark: _Toc133938486][bookmark: _Toc133938876][bookmark: _Toc130497255][bookmark: _Toc133937702][bookmark: _Toc133938488][bookmark: _Toc133938878][bookmark: _Toc130497256][bookmark: _Toc133937703][bookmark: _Toc133938489][bookmark: _Toc133938879][bookmark: _Toc130497258][bookmark: _Toc133937705][bookmark: _Toc133938491][bookmark: _Toc133938881][bookmark: _Toc130497259][bookmark: _Toc133937706][bookmark: _Toc133938492][bookmark: _Toc133938882][bookmark: _Toc130497260][bookmark: _Toc133937707][bookmark: _Toc133938493][bookmark: _Toc133938883][bookmark: _Toc130497262][bookmark: _Toc133937709][bookmark: _Toc133938495][bookmark: _Toc133938885][bookmark: _Toc130497263][bookmark: _Toc133937710][bookmark: _Toc133938496][bookmark: _Toc133938886][bookmark: _Toc130497264][bookmark: _Toc133937711][bookmark: _Toc133938497][bookmark: _Toc133938887][bookmark: _Toc130497266][bookmark: _Toc133937713][bookmark: _Toc133938499][bookmark: _Toc133938889][bookmark: _Toc130497267][bookmark: _Toc133937714][bookmark: _Toc133938500][bookmark: _Toc133938890][bookmark: _Toc130497268][bookmark: _Toc133937715][bookmark: _Toc133938501][bookmark: _Toc133938891][bookmark: _Toc130497270][bookmark: _Toc133937717][bookmark: _Toc133938503][bookmark: _Toc133938893][bookmark: _Toc130497271][bookmark: _Toc133937718][bookmark: _Toc133938504][bookmark: _Toc133938894][bookmark: _Toc130497272][bookmark: _Toc133937719][bookmark: _Toc133938505][bookmark: _Toc133938895][bookmark: _Toc133937721][bookmark: _Toc133938897][bookmark: _Toc326060258]
General Service ResponsibilIties
Various service activations and modification all have different responsibilities depending on the complexity of the action required. These responsibilities for the SecureEdge service are listed below within the table.  

[bookmark: _Toc133937722][bookmark: _Toc133938898]General Service Responsibilities
This section is applicable to all SecureEdge services.

	REQUIREMENT
	RESPONSIBILITY

	
	US
	YOU

	If you believe we have not satisfactorily completed a service or product installation, inform us within 5 business days of completion.
	
	P

	Report any faults with your products through the Telstra SecureEdge User Interface or via the Telstra helpdesk.
	
	P

	Provide updates on the progress of all reported faults within the relevant service target as set out in Our Customer Terms.
	P
	

	Request additional user login accounts for end-users on the SecureEdge User Interface.
	
	P

	Create additional user login accounts for end-users on the SecureEdge User Interface.
	P
	

	Manage login accounts for end-users on the SecureEdge User Interface.
	
	P

	Access and customise reports via the SecureEdge User Interface. For example, real time log and security event data and device policy.
	
	P

	Advise Telstra of any changes to your contact details for notifications within 10 business days. 
	
	P

	Specify any network changes that may affect the device operational (if you own and manage the network yourself).
	
	P

	Protect your log data and allow you to access this information via the SecureEdge User Interface.
	P
	

	Commence billing for the SecureEdge service after 5 business days from the handover of the SecureEdge service unless a fault has been identified and agreed to by us. 
	P
	

	[bookmark: _Toc133937723][bookmark: _Toc133938899]      SERVICE ACTIVATION

	Provide a single point of contact for the activation of the SecureEdge service.
	P
	P

	Plan your SecureEdge service deployment, including the collection and verification of information essential to the installation of your service.
	P
	

	Provide a network diagram and other relevant information upon request.
	
	P

	Provide the required information specified within the application form.
	
	P

	Provide support for the onboarding of the SecureEdge service that may include, but is not limited to:
· access to technical teams
· project support
· change control approvals 
· organisation change communications
· management support.
	
	P

	Apply the default policy to your SecureEdge service if applicable
	P
	

	Execute formal test plan in conjunction with you to test functionality and connectivity to your applications for final sign off
	P
	P

	Prepare for transfer from the deployment team to SecureEdge operations team 
	P
	

	Provide details for requesting Managed Services Support
	P
	

	Provide details of the SecureEdge User Interface
	P
	

	Complete all acceptance testing and provide signoff of the implemented design within 5 business days after the date of handover of the SecureEdge service.
	
	P

	[bookmark: _Toc133937724][bookmark: _Toc133938900]ONGOING
	
	

	Ensure your SecureEdge User Interface access credentials are not used to access or modify the SecureEdge service by any parties other than Telstra or partners authorised by Telstra for the management of SecureEdge.
	
	P

	Raise an FNC request to make policy or routing changes
	
	P

	Provide maintenance period options if a network outage is expected, during which time Telstra specialists will examine and maintain SecureEdge service
	P
	

	Select a maintenance period provided by Telstra for your SecureEdge service when required
	
	P

	Ensure the configuration you implement to your SecureEdge service does not prevent us from managing the SecureEdge service 
	P
	

	[bookmark: _Toc133937725][bookmark: _Toc133938901]SERVICE CANCELLATION
	
	

	Within 30 days prior to cancelling your service, inform us in writing if you wish to extract your logs 
	
	P
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SEMS Service Responsibilities
This section is applicable to SecureEdge Managed Service (SEMS).

	REQUIREMENT
	RESPONSIBILITY

	
	US
	YOU

	If you believe we have not satisfactorily completed a SEMs request, inform us within 2 business days of completion.
	
	P

	Provide an access method to submit SEMS requests
	P
	

	Provide sufficient details for the SEMS request to be executed successfully
	
	P

	Accept a read only access to the SecureEdge User Interface while SEMS is operational
	
	P

	Agree with Telstra if you need edit access to the SecureEdge User Interface while SEMS is operational
	
	P
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SERVICE TARGETS
The various targets for service activations and modifications all have different corresponding timelines depending on the complexity of the action required. 

These timelines can also be affected by factors such as volume. For example, creating a simple policy rule on single appliance is a relatively minor piece of work, while creating complex policy rule across multiple security appliances can take an additional amount of time.
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