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When was your last Cyber Tabletop Exercise?

Telstra Purple, is the largest Australian-owned technology services
provider, with decades of experience in cyber security consulting and
solutions.

Market analysis shows many of our customers need our help to
simulate a critical security incident, and to exercise their incident
response processes. If you need help, this Cyber Tabletop Exercise is
for you.
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Tabletop Exercises are a valuable investment to
identify and understand your cyber risk

In our 2022 survey, 41% of CISO’s attributed uplift in their cyber response

capability due to running tabletop simulations

- ClubCISO Information Security Maturity Report 2022

What is a Tabletop
Exercise?

A tabletop simulation is:

» Alow stress setting for
a business to exercise
their incident response
processes against a
possible security incident

« Agreat way to build cyber
risk awareness with key
internal stakeholders

» Usedto gain an
understanding of
responsibilities in the
event of a cyber incident

» Atool to evaluate success
of technical processes
whilst responding to
incidents
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Why do we need a
Tabletop Exercise?

Tabletop exercises enable:

» Abusiness to raise risk
awareness across various
cyber security incidents

» Evaluation of how your
team responds to an
incident

« Practice communications
within the business, third
party providers and clients

» Clearidentification of roles
and responsibilities in a
cyber response

» Evaluate success of
technical processes whilst
responding to incidents

Who can help?
We can.

Telstra Purple Offer:

Our security experts will
create an affordable
tabletop exercise, tailored
to the cyber risks your
business is exposed to

Based on real world
scenarios, we leverage our
professional experience to
curate the right exercise for
your organisation

We cater for all levels

of cyber maturity, from
entry level to enterprise,
government and defence

Telstra Purple holds ISO
27001 certification for your
peace of mind

Compromise is inevitable.
If you haven’t simulated a
cyber incident, there’s no

way to tell how you’d survive
in the real world.

Chris Frigo - Principal Security
Consultant, Telstra Purple




Cyber Tabletop Exercise - What’s included?

Our affordable Cyber Tabletop Exercise gives you the chance to review and exercise your current incident
response plans and playbooks. Specifically, we assess your understanding of roles, responsibilities,
process and technology during a cyber incident.

A Purple Security Expert will consult and assist your team during the exercise and produce a report with
prioritised changes to enhance your incident response capabilities.
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Clear benefits

Affordable &
Independent

Great value and a quick turn
around, peace of mind this
assessment doesn’t add extra

strain on your resources

Professional
Report

You'll receive a professional
report, detailing areas of risk
and how to prioritise and
achieve your goals

Why us?

Expert
Engagement
Direct access to our
highly experienced and
knowledgeable Security
Experts at every step

Roadmap to
Success

Our Security Experts will
work with you to develop
a prioritised and tailored
roadmap

Achieve
Critical Insight

Understand where you are
vulnerable to malicious
actors, and how well your
posture stacks up

Boost Incident
Response Capability

Your organisation will be
given the right advice to excel
domestic and international
standards

We have a depth of skills and years of experience managing one of Australia’s largest networks. We are
uniquely positioned to assist your organisation in testing out your current cyber incident response plan and

playbooks, with a range of personalised cyber security incident scenarios.
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Consultancy experts Secure by design

We help your team understand and apply the Everything we do is secure by design, helping
right balance of procedure and controls your team achieve a robust cyber posture
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Diverse Skillset Measurable success

Combining certified expert technical, senior
leadership and risk management advice

Our solutions are strategic, technically savvy,
and user-led for measurable results.

Want to test your incident response process with a
Tabletop Exercise?

Book a Cyber Tabletop Exercise today
fb purple.telstra.com/services/cyber-security



http://purple.telstra.com/services/cyber-security

